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The Internet and You

These articles were written for the Coeur d’ Alene Press, a paper operating out of
Coeur d’ Alene, Idaho. Their contents (covered in more detail) can also be found in
a book that will be published in the spring of 2016 titled The Internet and Society:
What the Present is bringing to the Future.

They are arranged in two separate volumes to ease in downloading. Nonetheless,
each article is short, fewer than 1000 words. The scanning of the newspaper articles
into WORD and PDF formats created more (invisible) overhead. | make these
comments to assure you each article will be a short read...which | hope will
encourage you to read them!

I look forward to your comments. Send to UBlack7510@aol.com.

Date Title
January 3, 2016 Editorial: Black Sheds Light on the Internet
January 4, 2016 Intrusive Advertisements
January 5, 2016 Net Neutrality Volume 1
January 6, 2016 Protecting User Content
January 7, 2016 Tweeting Literacy Away?
January 8, 2016 The Power of Bigmeta
January 11, 2016 Government Surveillance
January 12, 2016 Commercial Surveillance
January 13, 2016 Eroding Hard Copy and Concrete Volume 2
January 14, 2016 Clouds: Servers or Oligarchs?
January 15, 2016 Who Controls the Internet?
January 15, 2016 Editorial: Goliath is Kicking David’s Butt
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Figure 10-1. Metadata and user content.
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single computer to extrapolate
information.

Big Data considers a few
million characters of data a
paltry amount. As one example,
the NSA Utah Data Center is
reported to be capable of stor-
ing exabytes of data, expressed
as 1,000,000,000,000,000,000 bytes,
a number almost beyond com-
prehension (in this example, a
byte represents a character or a
numeral). Clearly, this amount
of data cannot be manipulated,
much less analyzed with con-
ventional computer processing
methods.

For metadata, the most com-
mon definition is: “data about
data.” To clarify this term, see
the figure included with this
article. The information circled
on the left side of the figure
is metadata. The information
circled on the right side of the
figure is data: user content.

See Figure 10-1, Metadata
and user content, above

The information of “24
MONTH FIXED RATE CD
***G950” is data about data. It
identifies account number 6259,
which is a 24-month fixed rate

* certificate of deposit. The data
itself, user content, is the value
of the CD: “$14,458.27.”

Metadata can contain con-
siderable information about
the owner of the metadata. In
this example, if metadata were
made available to parties such
as Internet vendors (Google, for
example), government agencies
(NSA, as an example), a cer-
tificates of deposit thief, a ter-
rorist group, a former spouse,
gtc., the owner of the metadata
is yulnerable to having his/her
private transaction with a bank
disclosed.

Of course, this one metada-
ta record reveals only tidbits .
about the owner of this CD.
However, if a snooper can cap-

ture all the banking records
of this party, the snooper can
manipulate and infer a consid-

erable amount of intelligence
from this so-called non-personal
data. This example is restricted
to bank deposits. Yet metadata
exists for practically any sub-
jeet, such as medical informa-
tion, sexual interests, shopping
habits, marital accords and
discords, etc.

Bigmeta

To process billions of pieces
of data and metadata, enor-
mous computer resources are
required: Some organizations
have thousands of computers
networked together to analyze
both data and metadata. I have
coined a new term to identi-
fy the use of huge computer
resources to massage both
data and metadata: bigmeta.
Granted, it is a contrived word,
but succinctly identifies two
technologies and assocmted
computer power.

How does Bigmeta work?

The relationships of the
data elements in bigmeta files
are important. For example,
if during the examination of a
massive set of data, a suspected
drug dealer is discovered to
he calling a number often, this
phone number will be exam-
ined further. At a mihimum,
the analysis will determine the
identity of the called party, and
correlate this party to other
calls this party receives and
sends. Some bigmeta systems
then predict the likelihood of
traits that might be associated
with the people using these
data elements.

According to bigmeta
experts, with other information
(movements, location, habits,
ete.), accurate assessments can
be made about these people
being (or not heing) in the drug
trade. I emphasize “with other
information,” because bigmeta
is often able to show relation-
ships between seemingly unre-
lated events.

Hammering data yields

extraordinary results

Some parties call this
approach hammering the data.
The slang term conveys the
idea that with enough data and

with enough computer process-
ing power, information can
be gleaned from what might
appear to be irrelevant data
relationships. This hammering
has shown to have results. Alex
Pentland, an MIT scientist, is
the author of a new book on a
subject he calls “social phys-
1CS¢

“The power of [bigmeta],” he
says, “is that it is information
about people’s behavior instead
of information about their
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beliefs. It's about the behavior

of customers, employees, and
prospects for your new busi-
ness. It’s not about the things
you post on Facebook, and it’s
not about your searches on
Google, which is what most
people think about, and it’s not
data from internal company
processes. ...This sort of [big-
meta] comes from things like
location data [from] your cell
phone or credit card; it’s the
little data breadcrumbs that
you leave behind you as you
move around in the world.”
“What those breadcrumbs
tell,” he continues, “is the -
story of your life. It tells what
you've chosen to do. That’s
very different from what you
put on Facebook. What you
put on Facebook is what you
would like to tell people, edited
according to the standards of
the day. Who you actually are
is determined by where you
spend time, and which things
you buy. [Bigmeta] is increas-
ingly about real behavior, and
by analyzing this sort of data,
scientists can tell an enormous
amount about you. They can
tell whether you are the sort
of person who will pay back
loans. They can tell you if
youw're likely to get diabetes.”

Metadata alone:

A powerful solo actor

David Cole wrote an arti-
cle on the power of metadata
(See http://www.nybooks.com/
daily/2014/05/10/we-kill-peo-
ple-based-metadata/.) Cole’s
article states:

But metadata alone can pro-
vide an extremely detailed pic-
ture of a person’s most intimate

associations and interests, and
it’s actually much easier as a
technological matter to search
huge amounts of metadata [the
Bigmeta approach] thar to lis-
ten to millions of phone calls. As
INSA General Counsel Stewart
Balker has said, “Metadata abso-
lutely tells you everyihing about
somebody’s life. If you have
enough metadata, you don’t
really need content.” When I
quoted Baker at a recent debate
at Johns Hopkins University,

my onhonent General Mzr‘hael

my opponent, General Mic
Hayden former director of

the NSA and the CIA, called
Baker’s comment “absolutely
correct,” and raised him one,

asserting, “We kill people based

on metadata.”

Big Data, metadata, and
thousands of cooperating com-
putérs yield bigmeta. Their
inferential power is astound-
ing. They protect ordinary
citizens from potential harm
from terrorists. They give ter-
rorists information about their
intended targets. They protect
enterprises from hackers. They
give hackers additional tools to
penetrate enterprises.

For you, me, and groups of
organizations, our data and
metadata are fodder for the dig-
ital farms belonging to Internet
vendors and sturveillance agen-
cies. We are the silage that feed
their bigmeta organisms.

Does this aspect of our online
world bother you? Is it your
concern that in the future,
Orwell’s 1984 could come to pass
in 2084? It’s once again reflec-
tive of the old saying: “Where
you stand is where you sit.”

The Internet advertisers and
surveillance organizations are
happy as larks about bigmeta
technology. How it will evolve
to be used will be a key part
of how our societies cope with
protecting our safety and at
the same time, protecting our
privacy.

Uyless Black is an award-winning
author who has written 40 books ol
a variety of subjects. His latest boo
is titled “2084 arnd Beyond,” a wort
on the origins and consequences
of human aggression. He resides ii
Coeur d’Alene.
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