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The Internet and You

These articles were written for the Coeur d’ Alene Press, a paper operating out of
Coeur d’ Alene, Idaho. Their contents (covered in more detail) can also be found in
a book that will be published in the spring of 2016 titled The Internet and Society:
What the Present is bringing to the Future.

They are arranged in two separate volumes to ease in downloading. Nonetheless,
each article is short, fewer than 1000 words. The scanning of the newspaper articles
into WORD and PDF formats created more (invisible) overhead. | make these
comments to assure you each article will be a short read...which | hope will
encourage you to read them!

I look forward to your comments. Send to UBlack7510@aol.com.

Date Title
January 3, 2016 Editorial: Black Sheds Light on the Internet
January 4, 2016 Intrusive Advertisements
January 5, 2016 Net Neutrality Volume 1
January 6, 2016 Protecting User Content
January 7, 2016 Tweeting Literacy Away?
January 8, 2016 The Power of Bigmeta
January 11, 2016 Government Surveillance
January 12, 2016 Commercial Surveillance
January 13, 2016 Eroding Hard Copy and Concrete Volume 2
January 14, 2016 Clouds: Servers or Oligarchs?
January 15, 2016 Who Controls the Internet?
January 15, 2016 Editorial: Goliath is Kicking David’s Butt
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from A1 : A

to direct any American com-
pany or individual to disclose
records of national security
interests (as determined by
FISA, the Foreign Intelligence
Surveillance court). In addi-
tion, NSA has used these tools
as the basis in its metadata
gathering programs for the
FBI's law enforcement actions.
The New America
Foundation, a liberal to mid-
dle-of-the-road think tank,
performed an analysis of the
methods used to detect terror
suspects. Here is a synopsis of
this study, which can be found
at http://natsec. newamerlca
net/nsa/analysis: Sl
*The Foundation asserts -
the NSA’s bulk survelllance
of phone and email communi-
cations records is having no
effect on keeping Americans
significantly safer. The orga-
nization states NSA’s claims
of the program being effective
are “overblown and even
misleading.” Gen. Keith B.
Alexander eventually conceded
that the program had uncov-
ered one or two plots.
*An analysis of 225 indi-
_viduals charged in the United
States with an act of terrorism
since 9/11 reveals that tradi-
tional investigative methods
(use of informants, tips from
local communities, targeted
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uueul\t_.,euue operations) Pro-
vided the foot in the door that
led to these indictments.

*The contribution of NSA’s
metadata surveillance pro-

grams to these cases was" at
most 1.8 percent of these c2ases.

Taking a look on the othei*
side of the fence, do these
admittedly small figures
reflect an ineffective program?
Was the 1.8 percent of the
people in the sample planning
on leveling the White House?
It is not just the quantity of
the traps that matters, it is the
quality of what was trapped
that is more important.

The men and women in
the American intelligence:
community have the best
interests of America at heart,
However, the very nature of
their jobs can lead them to
over-react. (I can attest to this
tendency during my time as
a U.S. Navy officer assigned

_ to the Defense Intelligence,

Agency.) It is human nature

~ The danger of this situation 1si

that secret over-reach tends to
build on itself because it lacks
restraints. (Congressional
oversight committees have
been, charitably speaking, lax
in their oversight.)

USA Freedom Act

Due to concern and com-
plaints about the PATRIOT
act (and its illegal misuse),
Congress passed the USA
Freedom Act in 2015. This act
establishes a new process for
the FBI and NSA to follow i in
obtaining permission frem

‘the FISA court for exammlng
records gathered by American
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phone companies (and by infer-
ence, Internet traffic as well).

In contrast to the PATRIOT -
Act, which led to warrant-





















to pay a vendor a modest annual fee for

While I was writing — -

this series, I received
this email from one of
my colleagues:

When I logged on this
morning, a banner of
words crossed my screen,
I paraphrase: We are
excited to show you new
features that you will
love. I could not move on.
1 waited, waited, waited,
so I pressed escape —rnoth-
ing. I became frustrated,
as I had not expected this
interruption, and I had
other time comimnitments.
1 did Ctrl alt delete [u
Windows method to be
released from a session],
then went back to my
screen. Finally, the sen-
tence disappeared, with
the note, new applications
have been installed, but
no information on what,
no request to wait to
install, just a takeover of
my computer. Then, small
notes appeared, sliding
out from the right side,
giving new things I could
expect, which I did not
wartt.

Unless Uncle Sam
decrees some kind of
control over these sorts
of software dictatorships,
my friend’s experience
will become the tip of the
iceberg. I am consistently

reluctant to have govern-
ment’s heavy hand step
in. But what could be
heavier than the experi-
ence my colleague had?

If an individual user only needs hand-holding
and accasional help, an effective alternative to a cloud is

access to competent ggghﬁieas help.

Oligarchs and
Government Oversight
As a retired owner
of three telecommunica-
tions firms, I sometimes
grew leery of FCC’s regu-
latory hand. Nonetheless,

I favor the FCC rulings
on Net neutrality, dis-
cussed in Article 2 of
this series. Internet ven-
dors will not police them-
selves. After all, they are
capitalistic enterprises.
A recent case in Texas
bears examination (this
is a partial quote from

a news release issued
May 12, 2015 (italics are
mine)):

ATUSTIN - Attorney
General Ken Paxton
today announced that
the Texas Attorney
General’s Consumer
Protection Division—
along with the Attorneys
General of the other 49
States and the District of
Columbia, and the feder-
al government—reached
settlements with Sprint
Corporation (“Sprint”)
and Cellco Partnership
d/b/a Verizon Wireless
(“Verizon”) that resolve
charges of “mobile cram-
ming” against the com-
panies. The settlements
include $158 million in
payments, and resolve
allegations that Sprint
and Verizon placed
charges for third-party
services on consumers’
maobile telephone bills
that were not authorized
by the consumers, a
practice known as “cram-
ming.”

E

Consumers who have
been “crammed” often
“have charges, typical-

1y $9.99 per month, for

“premium” text message
subseription services
that the consumers have
never heard of or asked
for, covering such topics
as horoscopes, trivia, and
Sporis scores.
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What to do?

Cloud computing
is seen by many as
the dominant way the
Internet will be used in
the future. There is no
question commercial
clouds offer fine and
often extraordinary ser-
vices to their customers.
Nonetheless, the evolu-
tion toward end-users
losing control of their
data and software cannot
be taken lightly.

As clouds take over,
user competence and
expertise diminish as
more and more opera-
tions are removed from -
end-user machines and
moved to clouds. This sit-
uation has the potential
to form a risky cycle: As
the end-user relinquishes
responsibility and knowl-
edge of his/her com-
puting world, the cloud
becomes more powerful
and knowing, which
leads to further degra-
dation of the end-user’s
control and knowledge.

I do not intend
to come across as a
Chicken Little shouting,
“The sky is falling.”
However, it is possible
for the cloud vendors
to become Internet oli-
garchs. T reluctantly con-
cede that the FCC should
remain alert to protect
the Internet end-user
from any large and pow-
erful company abusing
its position, such as the
example in Texas demon-
strated.

As well, T await the
likely fervent count-
er-claims from the com-
mercial cloud vendors.
Before they protest, T ask
them to re-read the find-
ings of 50 states, the fed-
eral government, and my
friend, described above.
Granted they aren’t
Volkswagen, but their
behavior does not augur
well for giving commer-

near-immediate

cial clouds the license to
do as they please.. ¥
If an individual user
only needs hand-holding
and occasional help,
an effective alternative
to a cloud is to pay a
vendor a modest annual
fee for near-immediate
access to competent
technical help. I sub-
scribe to Microsoft and
Apple technical support
services, as well as Best
Buy’s Geek Squad. All
are outstanding and
reasonable in cost in
velation to the amount of
time and expertise they
spend on my problems.
One last idea: If you
use vendor-specific help
desks, make certain you
instruct them not to
install something that
favors their system over
that of a competitor’s.
For example, changing
your default Internet
browser from, say,
Google’s Chrome, to
Microsoft’s Bing.

Uyless Black is an
award-winning author who
has written 40 books on
a variety of subjects. His
latest book is titled “2084
and Beyond,” a work or the
origins and consequences
of human aggression. He
resides in Coeur d’Alene.












